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About This Manual

This document provides a brief technical overview of the Compaq
Tru64™ UNIX® (formerly DIGITAL UNIX) operating system and its
components.

This book is not intended to supersede the Software Product Description

(SPD), which is the definitive legal document describing the functionality

in Trué4 UNIX that Compaq supports.

Audience

This manual is for anyone who is interested in the components that make
up Tru64 UNIX.

Organization

This document contains the following chapters and appendixes:

Chapter 1

Chapter 2
Chapter 3
Chapter 4
Chapter 5
Chapter 6

Chapter 7

Chapter 8

Introduces Tru64 UNIX and discusses recent enhancements,
available licensing, and available optional software.

Discusses the various features for system management.
Describes the available networking protocols and applications.
Describes the various file systems supported by Tru64 UNIX.

Discusses issues regarding the kernel; these issues include system
attributes and parameters, symmetric multiprocessing, and virtual
memory.

Highlights the major features provided by the Tru64 UNIX
development environment.

Discusses how Tru64 UNIX addresses the requirements of the C2
evaluation class and additional security features.

Discusses issues concerning Internationalization.

About This Manual
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Related Documents

Xii

The Software Product Description (SPD) , # 70.70.xx, where xx indicates
a given release).

This Technical Overview refers to various Request for Comments (RFC).
RFCs define the Internet protocols and policies; they are available from
numerous sites including the following:
http://www.ietf.cnri.reston.va.us/home.html
http://www.cis.ohio-state.edu/hypertext/information/rfc.html

ActiveAnswers offers a comprehensive solution web-based program,
which includes several tools that can be used for planning, deploying,
operating, and maintaining key applications. These tools assist
applications in many areas including, but not limited to, management,
database and business applications, high availability, and Internet
solutions.

The main purpose of ActiveAnswers is to accelerate the time to solution
while also positioning Compaq as a key enterprise solution provider.
Partnerships have been made with key Independent Software Vendors
(ISVs) such as Microsoft, SAP, Novell, Oracle, and Genesys. Web-based
solutions for customers and system integrators have also been
developed. Please visit the ActiveAnswers web page at
http://vemproapp02.compaqg.com/ActiveAnswers/global/en/home

The Tru64 UNIX documentation set, which is available on the Tru64
UNIX CD-ROM in both PDF and HTML format.

The printed version of the Tru64 UNIX documentation uses letter icons
on the spines of the books to help specific audiences quickly find the
books that meet their needs. (You can order the printed documentation
from Compag.) The following list describes this convention:

Books for general users
Books for system and network administrators
Books for programmers

Books for device driver writers

O O T v o

Books for reference page users

Some books in the documentation help meet the needs of several
audiences. For example, the information in some system books is also
used by programmers. Keep this in mind when searching for
information on specific topics.

The Documentation Overview provides information on all of the books
in the Tru64 UNIX documentation set.
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Reader's Comments

Compaq welcomes any comments and suggestions you have on this and
other Tru64 UNIX manuals.

You can send your comments in the following ways:

Fax: 603-884-0120 Attn: UBPG Publications, ZKO3-3/Y32
Internet electronic mail: readers_comment@zk3.dec.com

A Reader’'s Comment form is located on your system in the following
location:

/usr/doc/readers_comment.txt
Mail:

Compag Computer Corporation
UBPG Publications Manager
ZKO03-3/Y32

110 Spit Brook Road

Nashua, NH 03062-9987

A Reader's Comment form is located in the back of each printed
manual. The form is postage paid if you mail it in the United States.

Please include the following information along with your comments:

The full title of the book and the order number. (The order number is
printed on the title page of this book and on its back cover.)

The section numbers and page numbers of the information on which
you are commenting.

The version of Tru64 UNIX that you are using.

If known, the type of processor that is running the Tru64 UNIX
software.

The Tru64 UNIX Publications group cannot respond to system problems or
technical support inquiries. Please address technical questions to your local
system vendor or to the appropriate Compaq technical support office.
Information provided with the software media explains how to send
problem reports to Compag.
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Conventions

This guide uses the following conventions:

file

cat(l)

MB/s

Mb/s

xiv  About This Manual

Italic (slanted) type indicates variable values,
placeholders, and function argument names.

A cross-reference to a reference page includes the
appropriate section number in parentheses. For
example, cat(1) indicates that you can find
information on the cat command in Section 1 of the
reference pages.

This symbol indicates megabytes per second.

This symbol indicates megabits per second.



1

Introduction to Tru64 UNIX

This chapter introduces Tru64 UNIX, provides a description of the
operating system, describes recent enhancements, and available optional
software.

1.1 Introduction

Compaq Tru64 UNIX operating system Version 5.0 delivers many new and
significant features that bring Tru64 UNIX to the highest level of
performance, scalability, and availability, yet make it simple to manage and
operate. Tru64 UNIX Version 5.0 continues to offer warranted Year 2000
readiness (the first Year 2000-ready release was V4.0D in January 1998).
For users seeking to expand their information technology capabilities while
increasing performance and maintaining the highest level of availability,
Compaq offers the best industry UNIX solution.

Compaq Tru64 UNIX is the most time-tested 64-bit UNIX operating system
you can buy. It brings new strengths, with features that:

Dramatically simplify system management by offering a choice of
management interfaces

Substantially reduce the complexity of installation, setup, and
management

Reduce the total cost of ownership by offering familiar interfaces, tools
with a common look and feel, and automation, thereby minimizing the
need for training

Grow to multiple terabyte configurations, giving users the flexibility to
satisfy their growing business needs

Increase performance in file system, storage management, and system
networking

Deliver very high integration between UNIX and Windows NT

Fill users’ highest availability needs with the addition of Compaq
TruCluster Server Software Version 5.0

Introduction to Tru64 UNIX 1-1



1.1.1 Product History

Tru64 UNIX is the Compag implementation of the Open Software
Foundation Version 1.0 and Version 1.2 technology, and the Motif Version
1.2.5 graphical user interface and programming environment. In addition,
Tru64 UNIX supports the full features of the X Window System, Version
11, Release 6.3 (X11R6.3) from MIT.

The Tru64 UNIX operating system is a multiuser/multitasking, 64-bit,
advanced kernel architecture based on Carnegie Mellon University’s Mach
Version 2.5 kernel design with components from Berkeley Software
Distribution (BSD) Versions 4.3 and 4.4, UNIX System Laboratories
System V Release 4.0, other software sources, the public domain, and from
Compaq Computer Corporation.

Previous versions of Tru64 UNIX were known as DIGITAL UNIX.

1.1.2 Product Description

Tru64 UNIX is supported on all Alpha servers and workstations with 64
MB of memory.

The operating system incorporates several performance enhancements
either developed or extended by Compagq, including Wired Memory, Virtual
Memory, and Unified Buffer Cache; UFS file block clustering and cached
writes over NFS; IP Multicasting, path MTU discovery, and optimized
TCP/IP; and quick-started shared libraries.

In addition, Tru64 UNIX provides a clear and concise system administration
environment (including graphics, Web-based, and character-cell) to:

= Simplify system administration tasks

= Enable an update installation that does not overwrite system files and
a new and improved full installation that allows you to get up and
running almost immediately while files are being copied from the
CD-ROM onto your system disk

= Supports loadable drivers and other kernel subsystems, including
loadable boot-path support for third-party disks and graphics cards

= Provide support for dynamic system configuration and dynamic system
recognition of disks and tapes

Tru64 UNIX supports the Common Desktop Environment (CDE) as the
default user interface. CDE provides a uniform graphical user interface,
portable across multiple platforms, to facilitate common end-user and
system administration tasks.

1-2 Introduction to Tru64 UNIX



Tru64 UNIX provides real-time support and symmetrical multiprocessing
(SMP), dataless servers and clients, and numerous features intended to
assist application programmers in developing applications that use shared
libraries, threads, and memory mapped files. It is fully compliant to the
Single UNIX Specification, to the X/Open UNIX brand, to POSIX 1003.1B
(Real-time) and to POSIX 1003.1C (with DECthreads).

1.1.3 Standards

To ensure a high level of compatibility with the Compag ULTRIX operating
system, the Tru64 UNIX operating system is compatible with the

Berkeley 4.3 and System V programming interfaces and, by complying
with the System V Interface Definition (SVID3 Base and Kernel
Extensions), Tru64 UNIX supports System V applications as well.

Part of the charter of The Open Group (formerly The Open Software
Foundation) was to provide an interface for developing portable
applications that would run on a variety of hardware platforms. Tru64
UNIX is compliant with the OSF Application Environment Specification
(AES) that specifies the interface to support these portable applications. In
addition, the Tru64 UNIX operating system complies with standards and
industry specifications, including FIPS, POSIX, X/Open, XTI, and AT&T
System V Interface Definition (SVID).

For a complete list of the standards that Tru64 UNIX supports, see the
Software Product Description (SPD).

1.2 Product Features and Enhancements

Tru64 UNIX Version 5.0 offers an array of significant new features and
enhancements to the operating system to support Enterprise applications,
high performance technical computing, business intelligence, and Internet
communications. The following sections discuss some of the most important
features; Table 1-1 gives a one to one correlation of the benefits of these
features.

Table 1-1: Features and Benefits

Features Benefits

More Graphical User Easy facilitation of tasks including Storage Administrator,
Interfaces Bootable Tape, Advanced File System, Enhanced Security
Audit Configuration and Setup, and DOS Tools.

Device Naming Up to 256 target and LUN addresses; devices retain their
name even when moved to a different SCSI address

Advanced File System High performance, online backups and system
administration, disk spanning.

Introduction to Tru64 UNIX 1-3



Table 1-1: Features and Benefits (cont.)

Features

Benefits

SysMan Menu

SysMan Station

Quick Setup utility

System Cloning

Insight Manager

NetRAIN support

Multiple access paths
to storage

Event Management

Direct file system 1/O
access

Introduction to Tru64 UNIX

Single consistent presentation format for administrative
utilities. Integration of most system administration
utilities, hierarchical task-oriented menu for launching
utilities, accessible under several different user
environments.

Single consistent presentation format, graphical
representation of a system (or cluster) monitoring status
from the CPU down to the level of individual
subcomponent.

Streamlines the configuration of client systems. Also can
be used to perform initial setup for servers, then the
System Setup utility (also known as the Checklist) can be
used to complete the configuration.

Speeds up the installation of multiple systems by
duplicating the file system layout, file system type, and
software subset selections from one installed system onto
others.

Allows monitoring of Compag systems (including Tru64
UNIX systems, Windows NT workstations, PCs, and
laptops) in a network. Some systems can be administered
remotely.

Improves reliability of transmitted data by allowing
failover from one controller to another when a fault is
detected.

High availability through more than one access point to a
storage item. When one path is blocked because the
network is down, or a cable is pulled, for example,
another path takes on the workload. Applications
continue without disrupting users who need the stored
information.

Event Manager provides a centralized means of
gathering, distributing, storing, and retrieving event
information, regardless how the events are posted. Now
all system event information (hardware and software) is
more accessible and further enhances system up-time.

This feature enables read and write requests on a file;
that is, the ability to be executed to and from disk storage
through direct memory access, bypassing AdvFS caching.
This is a tremendous performance improvement on the
1/0O process for applications, especially database
applications.



Table 1-1: Features and Benefits (cont.)

Features Benefits

File system Backup APl Consistent application interface that gives all third party

products and customer-developed products an easy way to
guarantee that backups and restores are effective and

efficient.
Enhanced dynamic Most kernel parameters are now able to be tuned without
tuning bringing down the system, enabling you to maximize your

performance on the fly.

1.2.1 Scalability Enhancements

Tru64 UNIX includes the following scalability enhancements:

More efficient scaling with more CPUs. Enhanced scaling allows for the
addition of more CPUs in SMP systems. Additionally, several design
improvements have been made to allow increased CPU scaling with
future systems.

Very Large Memory (VLM). Improved memory utilization to 28 GB,
which provides more efficient use of memory in VLM configurations.

File and Storage Limits. Supports 4 terabytes or larger file and storage
systems.

Performance benchmarks. Provides improvements in the following
benchmarks: AIM VII, LADDIS, TPC-C, TPC-D, and SPECweb.

Enhanced device support:

— SCSI-3 standard support allows up to 256 target and LUN addresses
per SCSI bus and supports dual pathing (alternate path to a device).

— New device naming provides a flexible framework that allows more
than 256 device names per SCSI bus. The new device haming
supports SCSI-3 and FibreChannel. It includes the ability to convert
existing device names in an existing configuration to new device
names automatically, while retaining support for old device names.

The advantages for the new device nhaming include the ability to
retain its name, even if it moves to a different SCSI address and
support for multipathing to a disk where the disk is accessible
through a different SCSI controller.

— Support for FibreChannel switched connections and multiple
concurrent paths (64) with adaptive load balancing has been added.
Both SCSI-2 and SCSI-3 commands are supported.

Dynamic Tuning. Most tuning can now be done at run time without
rebooting the system.
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1.2.2 Enhancements to the Installation Process

1-6

The following enhancements have been made to the Full and Update
Installation processes:

Your system must have a minimum of 64 MB of memory to install and
run this version of the operating system.

If you plan to install all file systems and swap space on a single disk,
the disk must be 1 GB or larger.

If you decide to install optional software either during a Full
Installation or after the system is installed, the set1d utility
automatically checks software dependencies. Dependency checking
ensures that software required for the proper operation of the optional
software is also installed. If such a relationship is detected, the
dependent software is installed automatically and you are notified
accordingly.

Changes to the Update Installation process include:

Your system must be running Version 4.0D or 4.0F of the operating
system in order to update to Version 5.0. The Installation Guide shows
the successive update paths to reach Version 5.0 if your system is
running a version of the operating system other than Version 4.0D or
4.0F.

A graphical user interface has been added to the Update Installation
process. In previous releases, the Update Installation only provided a
text-based interface.

Updating Worldwide Language Support (WLS) software is performed
automatically during an Update Installation of the base operating
system. It is no longer necessary to remove WLS software before the
operating system is updated or update WLS software as a separate task.

The Update Installation can be invoked with the optional -u flag to run
the Update Installation in unattended mode. Unattended means that
barring any problems with the update, there is no user interaction
required. The only exception to this is the switching of CD-ROMs if WLS
software is being updated. The -u flag builds a kernel with all kernel
components and does not provide the chance to archive obsolete files.

An analysis phase has been added to the beginning of the Update
Installation process. Your system is analyzed for the following:

— Layered products that prevent the Update from continuing
— Layered products that should be reinstalled after the Update
— Fatal and non-fatal file system type conflicts

— Available disk space
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If layered product or non-fatal file type conflicts are discovered, you can
resolve them directly from the Update user interface; there is no need
to exit the Update, resolve the conflict, and restart the Update. If your
system does not have enough available disk space for new software and
room for Update processing, disk space recovery options are available
directly from the Update Installation as well.

Major changes to the Full Installation include:

Both the text-based and graphical user interfaces have a new task
oriented design, which steps you through each installation task and lets
you go backward and forward at any time to change your answers.

By default, the Full Installation process determines the file system
layout based on your software selections. You do not need to calculate in
advance the size of the file systems, nor do you need to repartition your
disks in advance of the installation process to ensure a successful
installation.

Partition a of the disk you choose to hold the root file system must be at
least 128 MB in size.

If you are installing the operating system onto a single disk, the
recommended partition table creates a 745 MB g partition and a 128
MB b partition for swap space.

The Advanced File System (AdvFS) is now the default file system type.
You still have the option to use the UNIX File System (UFS).

The Logical Storage Manager (LSM) can be installed and configured
during a Full Installation, eliminating the need to install and configure
LSM as a separate task.

Worldwide Language Support (WLS) software can be installed during a
Full Installation, eliminating the need to install WLS software as a
separate task.

User supplied files can be invoked during a Full Installation to further
customize the system beyond what is possible during a regular Full
Installation. User-supplied files can contain scripts, executables, or
programs. A new invocation point and file have been added to this
feature. The Full Installation now also searches for a file named
postreboot, which is searched for and executed after the system
reboots, but before the tailored kernel build and configuration phase.

1.2.3 System Management Enhancements

Tru64 UNIX provides several new applications for the configuration and
daily administration of a system. Tru64 UNIX System Management
consists of a suite of tools for configuration and for daily management of a
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Tru64 UNIX system. The following sections provide a brief overview; for
more information on these applications, see the corresponding online help
for the application and the Network Administration and System
Administration guides.

1.2.3.1 System Management Menu

The System Management Menu (SysMan Menu) provides a framework for
organizing various system management tasks. Each task represents a
small application that is launched from the SysMan Menu.

The SysMan menu can be run in a CDE, HTML, or ASCII text
environment. Thus, all the tasks on this menu can be performed from an
X11 capable display, a personal computer running Windows 95,
Windows 98, or Windows NT, or from a character cell terminal.

1.2.3.2 System Management Station

The System Management Station (SysMan Station) provides a graphic
representation of the Tru64 UNIX system and enables you to manage it
remotely from a personal computer. This Java tool is fully integrated with
TruCluster Server software Version 5.0; it allows for remote management
from anywhere and from any computer: PC clients, UNIX workstations,
and any Alpha system.

1.2.3.3 Quick Setup

Quick Setup guides you through the essential and most commonly
performed configuration steps. It provides a fast, user-friendly way to set
up your system with the basic system configuration. The resulting system
can be used “as is” or you can augment it with settings accessible in the
full-featured configuration applications. On a character cell system, the
Quick Setup application is available from the System Setup menu
(/usr/sbin/setup).

1.2.3.4 Division of Privileges
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All privileged system management applications launched via the SysMan
Menu, the SysMan Station, the desktop’s Application Manager, or the
Custom Setup checklist/menu use Division of Privileges (DoP). The DoP
user interface, sysman dopconfig, enables administrators to grant users
or groups access to execute these privileged programs without the root
password.
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1.2.3.5 Network Setup Wizard

The Network Setup Wizard leads you through the various applications to
add a system to a network. The wizard steps you through the applications
in a recommended order and provides information to help you determine
which applications are applicable to each situation.

1.2.3.6 ATM configuration

There is a new SysMan application for configuring the ATM subsystem.
This application supports configuring Classical IP over Permanent Virtual
Circuits (PVCs) and IP Switching.

1.2.3.7 Point-to-Point Configuration

The Point-to-Point (PPP) Option File configuration application offers a
simplified method of creating and deleting PPP option files and for
selecting options and their values. The PPP Authentication File
configuration allows you to add, delete, or modify an entry in the
pap-secrets 0Or chap-secrets authentication files. These applications
eliminate the need to create or modify these files manually.

1.2.3.8 Network Time Protocol Configuration

The Network Time Protocol (NTP) configuration application enables you to
set up an NTP client or peer (a local NTP server that can synchronize the
time with another server or be synchronized by it). It also enables you to
check the status of the NTP daemon and to start, restart, and stop the
daemon.

1.2.3.9 Domain Name Service Configuration

1.2.3.10

1.2.3.11

The Domain Name Service (DNS) configuration application has a new
interface, which presents you with a list of tasks relating to DNS/BIND.
This application replaces the bindsetup and bindconfig applications.

Network File System Configuration

The Network File System (NFS) configuration application presents you
with a list of tasks relating to NFS setup.

System Cloning

Tru64 UNIX includes the ability to duplicate the file system layout, file
system type, and software subset selections from identical systems that are
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already installed. Performing a cloned installation considerably speeds up
the installation procedure.

1.2.3.12 Service Tools

Tru64 UNIX provides graphical presentation of the following commands:
= iostat (/O statistics)

= netstat (network statistics)

* systemmessages (System messages)

= vmstat (virtual memory statistics)

e who

Tru64 UNIX also supports the following:

= DECevent, which provides error reporting and binary-to-text
translation capabilities. DECevent provides system directed diagnostic
capability for various platforms.

< Compag Analyze is a rules-based hardware fault management
diagnostic tools that provides error event analysis and translation. Its
multievent correlation analysis provides the capability to analyze
events stored in the system'’s event log file. The graphical user interface
enables users to set program and configuration parameters and to
review event information.

< UniCensus is a tool for collecting and archiving system configuration
information to produce an HTML report showing system configuration
information, revision levels, storage subsystem configuration, and other
information. UniCensus can be configured to run on a system reboot.

* The sys_check command outputs the system configuration, hardware
and software, of the running system and displays the information in
HTML format. The sys check command also performs a basic analysis
of operating system parameters and attributes and provides warnings if
it detects problems.

1.2.3.13 Bootable Tape

The Bootable Tape application is a graphical user interface that gives you
the ability to create and recover a disk image from a system.

1.2.4 File Systems and Storage

The following sections describe new features for the AdvFS file system,
which is now the default file system for the operating system.
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1.2.4.1 Fileset Creation with var Area in /usr

Selecting the /usr option for the var area now creates both a usr fileset
and a var fileset within the usr domain when AdvFS is selected for the
usr file system. You can continue to create separate filesets, but take
advantage of AdvFS’s ability to share disk resources between filesets.
Previously, this option created a single usr fileset within the usr domain
that contained both usr and var information.

This change affects users who back up AdvFS filesets with the vdump
command. Previously, if your system was configured with var in the usr
fileset, you needed only to back up the usr fileset. Now that this option
creates a separate fileset for the var area, you must issue an additional
vdump command against the var fileset or the information in the var
fileset will not be backed up.

1.2.4.2 On-Disk Format for AdvFS Domains

This release provides a dramatically improved AdvFS on-disk file system
structure that increases performance on AdvFS file systems that have a
large number of files.

For detailed information, see the AdvFS Administration guide.

1.2.4.3 Storage Management

NetWorker™ is an application that provides automated backup and
recovery of files on a single local system. In addition to the backup product
Networker, the Logical Storage Manager uses RAID technology to provide
highly available and customizable storage solutions for mission-critical
environments. It is an integrated, host-based disk management tool that
enables administrators to configure storage, protecting against data loss
and improving disk 1/0 performance.

1.2.5 Networking Features

Networking enhancements include the following:
= Fast Ethernet support (IEEE 802.3 100Base-TX in full and half duplex).

= Gigabit Ethernet support (IEEE 802.3z Gigabit Ethernet Standard,
IEEE 802.3x Pause Frame Flow control (X-on/X-off), both symmetric
and asymmetric, and Jumbo frame compatible.

< NetRAIN support is provided for Ethernet, FDDI, and ATM controllers;
it allows for the failover of communications from one controller to
another in the event a fault is detected in the communications path.
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ATM enhancements, including: a new SysMan configuration
application. You no longer need to configure Classical IP over PVCs and
IP Switching through the /etc/atm.conf file.

This file is still supported for starting user-written or third-party ATM
components that are not supported by the ATM configuration
application. See the Software Product Description for further
information. The atm. conf file is now automatically invoked during
system booting, immediately after the ATM configuration has been
performed.

Support for RFCs 1901-1908 (SNMPv2C) in the extensible SNMP
agent, subagent developer’s tools, and SNMP-related commands.

Support for RFC 2089 (Mapping SNMPv2 to SNMPV1) in the bilingual
extensible SNMP agent.

Support for RFC 2257 (Agent Extensibility) in the extensible SNMP
agent and subgent developer’s tools.

PPP has been updated to Version 2.3.1 and a new configuration
application has been added.

Resource Reservation Protocol (RSVP) (RFC 1633) has been added for
Ethernet and FDDI, which provides Quality of Service (QoS) for
real-time traffic.

The Domain Name Service (DNS) has been upgraded from BIND
Version 4.9.3 to Version 8.1.1, including dynamic updates to DNS.

New TCP/IP features, including Path MTU over UDP and enhanced
rlogin and telnet scaling.

Support for a single system to have multiple active network adapters in
the same subnet.

Support for a single system to have multiple network adapters in the
same subnet that are configured to provide failover in case of an
adapter failure.

1.2.6 Monitoring and Tuning
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Tru64 UNIX offers several monitors:

Kernel Tuner, which lets you display and change parameters of the
kernel subsystem,

Class Scheduler, which allows the operating system manager to
prioritize tasks.

Process Tuner is an application to display, monitor, and manage the
system processes. A number of sort and filter options are provided to
help manage the display of the information.
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= Performance Manager is a real-time application that provides tools for
detecting and correcting performance problems

= Environmental monitoring minds the thermal, fan, and redundant
power supply state of Alpha Server systems with prerequisite hardware
sensor support.

1.2.7 UNIX/NT Interoperability

Most corporations today own a mix of technology that has been purchased
over a number of years. Some installations are based largely on UNIX and
are just beginning to include Microsoft's Windows NT. Others are
Windows-based and are just beginning to incorporate UNIX. It is important
to understand the unique needs of each of these types of organizations for
planning for Windows NT integration. Industry analysts estimate that
ninety—five percent of all large organizations will be using both UNIX and
Windows NT operating systems by the year 2000. The market-wide
customer challenge — integrating UNIX and Windows NT to improve
customers’ competitive advantage — is the focus of the Compaq
Windows-Friendly Tru64 UNIX Program.

Compag'’s integration solution begins with customers’ current assets —
software, data, and skills. Building on current technology and user
knowledge base, Compag speeds integration between UNIX and Windows
NT, thereby increasing their combined contribution to the enterprise’s
productivity.

Compagq provides a number of capabilities and products with Tru64 UNIX
to simplifying the development, deployment and management of solutions
in a mixed UNIX/Windows NT environment. These capabilities help solve
customer integration problems across a number of functional areas.
Integration between Windows NT and UNIX is solved through the use of
Advanced Server for UNIX, Compaqg Insight Manager, COM for Tru64
UNIX and driver support (ODBC and JDBC).

1.2.8 Advanced Printing Software

The Advanced Printing Software (APS) is a new printing system for Tru64
UNIX developed in collaboration with Xerox, and based on the
PrintXchange technology from Xerox. APS is a distributed client/server
printing system for workgroup and enterprise environments. Based on the
ISO 10175 Document Printing Application and POSIX 1384.7, APS uses
inbound and outbound gateways to move print jobs to or from the 1pr/l1pd
print subsystems.
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1.2.9 Documentation

The documentation set has been updated to make it more comprehensive
and easier to use. Some of the major improvements are:

= The Installation Guide has been divided into two volumes to address
the needs of different users. The Installation Guide has been reduced in
scope to make it easier for the novice user. The new Installation Guide
— Advanced Topics guide provides expert installers with the
information required to perform custom installations.

= The System Administration guide has been updated to make it more
task-oriented.

= The online help for SysMan and its associated applications has been
updated to make it more complete and robust and task-oriented to help
you find the information you need to complete a given goal. Online help
has been developed to support new applications.

= The complete set of base operating system reference pages is now
included in HTML form on the Documentation CD-ROM, with access
through the standard HTML Documentation Library. The reference
pages are indexed both alphabetically and by section. Reference pages
for layered products are not included on the Documentation CD-ROM; if
they are installed, those reference pages can be viewed with the man
command, the xman command, or the webman viewer.

With the addition of the HTML reference pages, the webman viewer
has been changed so that it displays only reference pages that actually
are installed on the system. The redundant set of compressed reference
pages has been removed from the Documentation CD-ROM.

The AltaVista search tool is now bundled in to help you search for the
topic you want. The AltaVista software finds the appropriate references.

1.2.10 Y2K Readiness

Tru64 UNIX is Year 2000 Ready. Compagq defines this as products capable
of accurately processing, providing, or receiving date data from, into, and
between the twentieth and the twenty-first centuries, and the years 1999
and 2000, including leap year calculations, when used in accordance with
the associated product documentation, and provided that all hardware,
firmware, and software used in combination with such products properly
exchange accurate date data with the products. For additional information
visit the DIGITAL Brand area on Compaq’s Year 2000 web site located at:
http://www.compaq.com/year2000.

The following testing process and methods were used to ensure that Tru64
UNIX is Year 2000 Ready:
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Code Inspection

All source code modules used to build this product were inventoried and
inspected to ensure correct date handling for date data beyond the year
2000

System Date Handling

This product was tested to ensure that the system properly handles
future time including, but not limited to, the following dates:

— December 31, 1999 to January 1, 2000 rollover
— February 28, 2000 and February 29, 2000

— March 1, 2000

— January 1, 2001

Regression Testing

This product was tested using a comprehensive suite of regression tests
for functional, performance, and standards compliance with system
time set to future dates including dates in and beyond the year 2000.

To ensure that this product interoperates properly with other hardware
and software, the following testing process/methods were used:

Year 2000 readiness was tested using supported hardware and
firmware.

This product has been tested for Year 2000 readiness while operating
within a computer network of other systems.

The Associated Products (shipped with the Tru64 UNIX media kit) have
been tested in conjunction with the operating system for Year 2000
readiness.

1.3 Performance

Compagq has improved the performance of the operating system and many
applications. Examples include the following:

E-business

Substantial improvements in the kernel and in the networking support
now enable faster and more reliable Internet.

Kernel tuning

The default values for the maxusers, vm-page-free-target,
vm-mapentries, and vm-vpagemax kernel tuning attributes have been
modified to improve performance on larger systems. The default values
set for maxusers and vm-page-free-target depend on the amount
of memory in the system.
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= Pipes

A file-based pipes implementation replaces the socket-based pipes
implementation for improved performance.

1.4 Packaging

Tru64 UNIX is available as a base system kit, containing the operating
system, windowing environment, and documentation all integrated on
CD-ROM, as well as the following extension, also included on the CD-ROM,
that provide additional functionality and that require separate licenses and
Product Authorization Keys (PAK) to access additional software packages,
such as the optional Developer’'s Toolkit, Logical Storage Manager,
Advanced Server for UNIX, and the Advanced File System Utilities.

1.4.1 Documentation

All Tru64 UNIX documentation produced by Compaq ships as PDF and
HTML files on the Tru64 UNIX CD-ROM and as ASCII reference pages
accessible from the man command. The following hardcopy documentation
ships with the Tru64 UNIX CD-ROM:

« Release Notes

< Installation Guide

= Installation Guide — Advanced Topics

= Update Installation Quick Reference Card
= Technical Overview

e Quick Reference Card

e Documentation Overview

Complete hardcopy documentation and several third-party books are also
available. For more information on the makeup of the documentation set,
including optionally available documentation, see the Documentation
Overview.

1.4.2 Licensing
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Tru64 UNIX operating system software is furnished under the licensing of
the Compag Computer Corporation Standard Terms and Conditions.

In addition to the Operating System Base License, which is the
prerequisite for all other licenses, there are five types of operating system
licenses available on Alpha systems.
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= Symmetric Multiprocessing (SMP) Extension to Base License
= Concurrent Use Licenses

< Unlimited Interactive User Licenses

< Hardware Partitioning License

= Single Servers License

For further information on these licenses, see the Software Product
Description.

Tru64 UNIX provides the enabling technology to support static hardware
partitions on certain servers only. These hardware partitions allow multiple
instances of the operating system, which increases flexibility in testing new
versions and running multiple versions for applications. Please consult the
Systems and Options Catalog, located at http://www.digital.com/info/SOC
for detailed configuration guidelines. The use of Tru64 UNIX in hardware
partitions requires a Tru64 UNIX Hardware Partitioning License for each
additional partition. For more information, please refer to the section titled
“Software Licensing” in the Software Product Description.

1.4.3 Optional Software

There is a great deal of optional software available for Tru64 UNIX; this
software includes additional programming and networking utilities as well
as the TruCluster products, which maintain a cluster of processors.

e TruCluster Server Software

This optional software product enables you to manage multiple systems
in a cluster as a single system, significantly reducing the effort and
complexity of cluster management. Applications are more highly
available, more easily deployed, and scalable in a TruCluster Server
environment.

= Logical Storage Manager

The Logical Storage Manager (LSM) is an integrated, host-based
solution to data storage management, providing concatenation, striping,
mirroring, and a graphical user interface that allows data storage
management to be done on line, without disrupting users or
applications.

< Advanced File System Utilities

The Advanced File System Utilities extend the high availability and
flexibility of AdvFS. They provide a graphical user interface to ease
management tasks and online utilities to resize file systems
dynamically, balance the percentage of space used on volumes, undelete
files, stripe files and clone files for hot backup.
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Developer’s Toolkit

The Developers’ Toolkit is designed for programmers using languages
other than C, like Fortran, C++, Ada, or Pascal, who require the
complete software development environment but who do not require the
C compiler, which is not available in this Kit.

Enterprise Toolkit for Visual Studio

The Enterprise Toolkit is a set of extensions or add-ins to Microsoft
Visual Studio that support developing C, C++, and Fortran applications
for Tru64 UNIX servers. With Compaq Enterprise Toolkit for Visual
Studio, developers can use the popular Microsoft Visual Studio tool to
develop, edit, compile, build, and debug applications for Tru64 UNIX or
Windows from a single desktop. You can create and manage basic UNIX
applications, or create more powerful and complex client/server and
distributed applications, harnessing the power of 64-bit Tru64 UNIX
Alpha technology with a single set of PC tool. Additionally, the Compaq
Enterprise Toolkit provides developers a rich set of performance and
memory analysis tools. The Enterprise Toolkit uses Visual Studio’s
documentation browser, the HTML Help Viewer, to provide access to
UNIX and product documentation from the same window that
developers view Windows documentation.

StorageWorks Software

This cost savings package includes two key storage products: the
Logical Storage Manager and Advanced File System Utilities.
StorageWorks delivers high availability, configuration flexibility on line,
optimal file system performance, and data protection.

Advanced Server for UNIX

Advanced Server for UNIX (ASU) provides seamless interoperability
between Tru64 UNIX servers, Windows NT servers, and Microsoft
Windows clients. ASU enables a Tru64 UNIX system to run the services
that make it appear as a Microsoft Advanced Server.

SCSI CAM Layered Components

SCSI CAM Layered Components (CLC) provides device drivers and
tools for two types of SCSI devices: robotic medium changers and
magneto-optical disk drives, both read-write optical and write-once,
read many (WORM).

Prestoserve™

Prestoserve is a disk write accelerator for disk block device write
operations.
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e Open3D

This optional software provides a complete development and run-time
environment for two- and three-dimensional applications. Open3D
provides support for many graphical accelerators.

e Multimedia Services

This optional software brings audio and video capabilities to Compaq
Tru64 UNIX workstations, and provides a full multimedia
programming library for developers.

= Source Materials Options

A source kit is available for users who need to retrieve and modify
selected source modules, primarily for making highly specialized
modifications.

See the Software Product Description for additional information on any or
all of these optional software packages.
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System Management

Tru64 UNIX supports all the customary UNIX system administration
utilities from OSF/1 Version 2.0, including the following:

e tar, dump/restore, and dd for performing backups and restores

e df, du, scu, radisk, and disklabel for managing disks and disk
usage

= tunefs, newfs, and £sck for managing file systems
= dbx for debugging the kernel

e adduser for creating user accounts.

For more information on these utilities, see the System Administration
guide; and the appropriate reference page for each utility.

In addition to providing system administration utilities from the OSF,
Tru64 UNIX offers a number of other useful utilities, such as the following:

< Event Management (EVM)

= SysMan Tools

= Software Subset Management Utility set1d
= Analysis Tools with Object Modification
< Enhanced Kernel Debugging

< Dynamically Loadable Subsystems

< Dynamic System Configuration

< Dynamic Device Recognition

= Dataless Management Services

= Monitoring Performance History

= Insight Manager

< Hardware Management

= Bootable Tape

This chapter describes these utilities.
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2.1 Installation

Tru64 UNIX supports full and update installations either from a CD-ROM
or across the network from a Remote Installation Services (RIS) server. For
more information on RIS, see the guide Sharing Software on a Local Area
Network.

2.1.1 Full Installation

A Full Installation allows users to install Tru64 UNIX on new and existing
systems. The Full Installation procedure offers a recommended file system
layout, kernel option selection, and subset selection; however, you can also
completely customize any or all operating system parameters.

You can use either a graphical interface or a text based interface to install
the operating system quickly and easily. The graphical interface has a task
like design that steps you through each phase of the setup process and lets
you go backward and forward at any time. The text based interface also
guides you through each setup phase and you can go back and change your
answers, if necessary.

Figure 2-1 shows the initial window of the graphical Full Installation
interface.

A Full Installation creates new file systems and swap space and overwrites
existing system and user-created files on the disk partitions where the file
systems and swap spaces are to be installed. You have the option to use
preset default values for the disk layout and swap space allocation or to
completely customize the locations of file systems and swap space.
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Figure 2-1: Initial Window of Full Installation

[#] Installation Welcome

File Edit Help

This procedure installs Tru64 UNIX onto your
system. You will be asked a series of system
configuration questions. Until you answer all
questions, your system is not changed in any way.

During the question and answer session, you can go
back to any previous question and change your answer
by clicking "« Back”. You can get more information
about a question by clicking Help.

The "Installation Guide” and the "Installation Guide
—— Advanced Topics” contain detailed information
about installing the operating system.

Mext = |

The Full Installation provides the following features:

< Dynamic disk partitioning

= Simultaneous installation of the base operating system and Worldwide
Language Support software

= Advanced File System (AdvFS)
= Ability to install and configure the Logical Storage Manager (LSM)

= Automatic resolution of software dependencies during optional software
selection

= Ability to invoke user-supplied files at predefined invocation points to
further customize the installation process

= Ability to clone the installation or configuration characteristics of one
system to one or more similar systems
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= Ability to identify physical disks to facilitate correct disk selection

« Access to a UNIX shell to perform file system and disk management
tasks

You can customize and extend the Full Installation by creating custom
scripts or programs to run at three process points during installation:
before the installation begins, after software subsets load, and after the
system reboots. The files you create can be loaded on a diskette, a
CD-ROM, or a RIS server for use by the installation process.

A Full Installation creates a Configuration Description File (CDF) called
install.cdf that can be used to replicate the Full Installation on other
similar systems. You can also capture configuration data into a
config.cdffile from a running system and replicate the following during
a Full Installation:

= Network card and router configuration
< Domain Name Service (DNS)

< Network Information Service (NIS)

= Network Time Protocol (NTP)

= Printer services

e Mail services

For more information on Full Installations, see the Installation Guide. For
more information on installation cloning, configuration cloning, and the use
of user-supplied files, see the Installation Guide — Advanced Topics.

2.1.2 Update Installation

An Update Installation updates the operating system from Version 4.0D or
4.0F to Version 5.0. An Update Installation preserves the following:

= Disk partitions

= File systems

= File customizations

= Network environment
e Print environment

« Mail environment

= User accounts

= User created files

= Other system setup you may have done
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The software subsets that comprise the operating system are known as
base software subsets. During an Update Installation, the base software
subsets that are already installed on the current version of the operating
system are updated to Version 5.0. In addition, any mandatory base
software subsets that were introduced in Version 5.0 are installed
automatically. Base software subset names start with the prefix OSF.

Worldwide Language Support (WLS) software subsets that are already
installed on the current version of the operating system are updated to
Version 5.0. In addition, any mandatory WLS software subsets that are
introduced in Version 5.0 are installed automatically. WLS software subset
names start with the prefix 10s.

Figure 2-2 shows the first window of the Update Installation procedure.

Figure 2-2: Initial Window of Update Installation

—| Update Installation |

Update Installation has detected the following update installable products on your
system:

DIGITAL UNIX W4.00 Cperating System ( Rev 878 )
These products will be updated to the following versions:

Trugd UNIX T5.0-23 Operating System { Rev 861.3 )
Itis recommended that you update your system firmware and perform a complete
system backup before proceeding. A log of this update installation can be found at

fvarfadmismliogs/update log.

Options:
_| Select Optional Kernel Components

_I Archive ©bsolete Files

Continue Exit Update | Help |

You cannot install additional optional software subsets during an Update
Installation nor update layered products. You can, however, install
additional optional software subsets by using the set1d command when
the Update Installation is complete. To update layered products, it may be
necessary to delete the existing version and reinstall the new version that
is designed to operate with Version 5.0. The Update Installation notifies
you accordingly.
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Do not perform an Update Installation if you want to change the type,
location, or size of file systems or if you want to install optional software
because those features are not offered during an update.

Table 2—1 summarizes the features of an Update Installation.

The Update Installation features are classified into two types: the features
you control and the features that are built into the update process:

= The features that you control when you begin an Update Installation
are shown in Table 2-1.

= The features that are built into the Update Installation process are
shown in Table 2-2.

Table 2—1 shows the Update Installation features that you can turn on or
off.

Table 2-1: User-Controlled Features of the Update Process

User Options Description

Unattended If you do not need to select optional kernel components or
Update archive obsolete files, you can invoke the Update Installation
Installation with the -u flag to run the update without any user

intervention.

Kernel Component You have the option to build either mandatory only or all
Options kernel components into the kernel or you have the option to
interactively select optional kernel components.

Archive Obsolete  You have the option to archive obsolete files before they
Files automatically are removed by the Update Installation.

Table 2—2 describes the update features that are built into the update
process automatically.

Table 2-2: Built-In Features of the Update Process

Built-In Feature Description
Notification of conflicting Notifies you when an installed layered product may
layered products not be compatible with the new version of the

operating system; this layered product may need to
be reinstalled later.

Removes layered products Upon your confirmation, removes layered products
that prevent the update from that prevent the update from continuing.
continuing

Updates base operating Updates existing installed subsets and installs new
system and WLS software to mandatory subsets introduced in the new version.
new version
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Table 2-2: Built-In Features of the Update Process (cont.)

Built-In Feature Description

Checks for changed file types Checks for file types that have been changed. The
update might not be able to proceed if certain
conflicts are found.

Disk space recovery Provides the option to remove unnecessary
software subsets and . PreUPD, core and extra
kernel files to recover disk space if there is not
enough file space to complete the update.

Executes instructions You can customize an Update Installation by

provided in user-supplied files creating and moving user-supplied scripts,
programs, or executables to the appropriate
location. If the update process finds files with the
correct names in the appropriate locations, the files
are executed.

For more information on the Update Installation, see the Installation
Guide and the Update Installation Quick Reference Card.

2.1.3 The setld Utility

The set1d utility allows system administrators to install software subsets,
list installed subsets, and delete subsets that are formatted according to
the guidelines set forth in Guide to Preparing Product Kits. For example, a
system administrator might use the set1d utility to install optional
subsets that were not installed during a Full or Update Installation of the
operating system.

Application programmers should use the Compag kitting process when
packaging software subsets designed to be installed on Tru64 UNIX
systems.

For more information on the set1d utility, see the Installation Guide and
the set1d(8) reference page.

2.2 Configuration

Once the Tru64 UNIX software is installed, and if you have graphics
capabilities, you can use SysMan System Setup to set up your system.
System Setup enables you to invoke the Quick Setup and Custom Setup
applications. Figure 2-3 illustrates the System Setup.
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Figure 2-3: System Setup
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Quick Setup has a wizard-like design that lets you enter a minimal amount
of key information. Quick Setup updates your system with the basic
configuration needed to get a client system up and running, including
network connection, mail, and print capabilities. Quick Setup should
satisfy the configuration needs for most systems. Even for systems that will
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be configured as servers, it is recommended that you use Quick Setup first
to configure your system then customize it with advanced applications in
Custom Setup. Figure 2—4 illustrates Quick Setup.

Figure 2—4: Quick Setup
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Custom Setup lets you perform sophisticated system configuration that is
beyond Quick Setup’s scope. When Custom Setup runs, it examines your
system and presents a list of configuration applications that are relevant
for your system; these applications are displayed as a checklist. Once you
have accessed an application, a checkmark appears next to the application.
For information about individual applications, see the Welcome to SysMan
online help volume. Figure 2-5 illustrates Custom Setup.

System Management 2-9



Figure 2-5: Custom Setup
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The first time you log in as root after a system installation or the first
time you log in to a factory installed software (FIS) system, you will have
the option to use either Quick Setup to configure a limited set of system
parameters (including network and printer parameters) or use Custom
Setup to set up your system for general use.
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When you are logged in as superuser or root, you can invoke the SysMan
System Setup at any time by clicking on the Configuration Checklist icon
in the System_Administration folder, or entering the following command on
the command line:

# /usr/sbin/checklist

The following are available from Custom Setup:

Network Configuration Application
BIND Configuration Application
NIS - Network Information Service
NFS Configuration Application
License Manager

Account Manager

Mail Configuration Application
Disk Configuration Application
LAT - Local Area Transport

UUCP - UNIX-to-UNIX Copy System
NTP - Network Time Protocol
Printer Configuration Application
Security (BSD/2)

Security Auditing

Prestoserve 1/0O Acceleration
Update Administration Application
Graphical Ul Selection Application

Many of the SysMan System Setup applicationare also available in textual
interfaces that can be displayed on systems that only have character-cell
displays.

For more information about system setup in general, see the Installation
Guide, the System Administration guide, the Network Administration guide,
the Software License Management guide, and the setup(8) reference page.

2.3 Storage Management

Storage Management consists of the Logical Storage Manager (LSM) and a
graphical user interface to LSM, 1smsa. An optional license is required to

access all the features described in this section.
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2.3.1 Logical Storage Manager

Tru64 UNIX Logical Storage Manager provides host-based disk storage
management using RAID technology. LSM is an enhanced port of the
Volume Manager product developed by VERITAS.

The operating system includes the following basic features of LSM:
= Disk spanning (concatenation)

Enables the combination of multiple physical disks into a single, larger
virtual disk (volume) for use by large file systems or databases. For
example, two disks could be concatenated to store the/usr file system.

These features and the graphical user interface management tools require
an optional license that is included with the StorageWorks Software
package.

« Data Striping (RAID 0)

Improves disk 1/O performance by interleaving data within a volume
across several physical disks.

= Data Mirroring (RAID 1)

Protects against data loss due to hardware malfunction by creating a
mirror (duplicate) image of important file systems and databases. For
maximum availability, data can be mirrored across different 1/0
controllers as well as different disks.

= Data Striping and Mirroring (RAID 0+1)
Provides both improved system performance and high data availability.
= Comprehensive on-line storage management capabilities

Includes convenient interfaces and utilities to add, move, modify,
remove, and manage storage space and volumes without rebooting or
interrupting users. For example, an LSM volume containing an AdvFS
file system or swap space can be mirrored or moved to a different
physical disk without stopping 1/0O to the volume. The mkfdmn and
mkfset utilities are used to create AdvFS file systems; the vdump and
vrestore utilities provide backup support.

In addition, Tru64 UNIX LSM supports the following new features:
< RAID-5

Provides high data availability and improved 1/0 performance by
storing parity information along with striped data.
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= Hot-sparing

Provides automatic reaction to 1/O failures on redundant (mirrored or
RAID-5) objects by relocating affected objects to spare disks or other
free space.

= Dirty-region logging (replacement for block-change-logging)

Tracks regions on a mirrored volume that have changed due to 1/O
writes. Provides speedy recovery of a mirrored volume after a system
failure, by restoring only the changed regions.

= Automatic configuration database load-balancing

Maintains an optimal number of LSM configuration databases in
appropriate locations without manual intervention

The LSM disk concatenation capabilities are included as part of the Tru64
UNIX Operating System.

For each logical volume defined in the system, the LSM volume device
driver maps logical volume 1/O to physical disk 1/0. Users can administer
LSM by using either a set of command-line utilities or one of two
Motif-based graphical interfaces, dx1sm and 1lsmsa.

To help users migrate their existing UFS or AdvFS partitions into LSM
logical volumes, LSM includes a utility that will transform each partition
in use by UFS or AdvFS into a nonstriped, nonmirrored LSM volume. After
the transformation is complete, administrators can mirror the volumes if
they want to do so.

LSM volumes can be used in conjunction with AdvFS (as part of an AdvFS
domain) and with RAID disks. For more information on LSM, see the
Logical Storage Manager guide.

2.3.2 Storage Administrator

The Storage Administrator, 1smsa, is a graphical user interface that uses
the Java run-time environment. Its purpose is two-fold: it provides a
method of invoking LSM commands and it monitors LSM file status. When
the main window is displayed, a hierarchical view of LSM objects is
presented. Clicking on an object displays the objects of that type and a
table of information about them.

To use this utility, you must be the root user or have the appropriate
permissions. In addition, you must register the Advanced File System
Utilities license.
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2.3.3 Prestoserve File System Accelerator

The Prestoserve file system accelerator is a hardware option for machines
running Tru64 UNIX. Prestoserve speeds up synchronous disk writes on a
local client system and on an NFS server by reducing the amount of disk
1/0 on these machines. Prestoserve does this by caching frequently written
data blocks in its nonvolatile memory and then writes them asynchronously
to disk. Prestoserve also caches UFS and AdvFS metadata the same way.

The software required to drive the Prestoserve hardware is an optional
subset in Tru64 UNIX. Once the subset is installed, it can be enabled with
a Product Authorization Key (PAK) that is included with the hardware.

2.4 System Management Tools

SysMan is the suite of graphical applications developed for Tru64 UNIX
system and network administrators. The SysMan applications are launched
from the CDE Application Manager and have supported command line
counterparts.

These are the SysMan tools that have been developed to complement the
current SysMan suite of applications:

< The SysMan Station
e The SysMan Menu

SysMan makes your job as a system administrator easier by providing you
with a graphical user interface for each of your administration tasks, such
as installation, configuration, daily administration, monitoring, kernel and
process tuning, and storage management. These applications can be
accessed through the System_Admin folder in the CDE Application
Manager.

Although the SysMan tools were designed to take advantage of the
Common Desktop Environment (CDE), most applications will work outside
of CDE with other window or display managers. Users who are not running
CDE can access the utilities individually by invoking them from the
command line, provided the DISPLAY environment variable is properly set
on their systems. For instance, the following command invokes the
Network Setup Wizard, which configures a system to operate in a network:

# netconfig

Many of the SysMan tools are also available in text-based interfaces that
can be displayed on systems that only have character-cell displays.
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2.4.1 The SysMan Station

The SysMan Station provides a high profile view and status of a system’s
physical and logical objects. It is intended to be the central point from
which to manage a Tru64 UNIX system. SysMan Station launches other
SysMan tools to perform the tasks. The SysMan Station lets you monitor a
system, group of systems, or an entire cluster and administer system
resources. You can launch the SysMan or invoke applications directly from
the Tools menu in the SysMan Station. It can run on a standard Java
capable display (such as a UNIX workstation) or within a PC’s browser, or
it can be downloaded and run directly on a PC. Use SysMan Station to:

Monitor the status of a system or cluster

Display detailed information about a system or cluster

Provide a single location for management activity

Display events and track events that lead to a problem

The SysMan Station is launched directly from an icon on the CDE front
panel or from the command line by entering /usr/sbin/sms. The front
panel control is shown in Figure 2—6.

Figure 2-6: SysMan Station Control on CDE Front Panel

Figure 2-7 illustrates the SysMan Station.
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Figure 2-7: The SysMan Station
————————————
SysMan Stabior: Monitoring of: BESAC CEIECH {username}_

The SysMan Menu provides a menu of system management tasks in a
tree-like hierarchy with branches of general categories, and leaves for
actual tasks. Users can expand or contract a branch to show the
subbranches and leaves within a main branch. Selecting a leaf invokes a
task, which opens a dialog box for performing the task. The categories
comprise Accounts, Mail, Monitoring and Tuning, Networking, Printing,
Security, Hardware, Software, Storage, Support and Services, and General
Tasks.

2.4.2 The SysMan Menu

The SysMan Menu is invoked from an icon in the CDE Application Manager
or directly from the command line by entering /usr/sbin/sysman. The
SysMan Menu can be used in several different user environments: X
Windows, Web browers, or simple character terminal displays.

Figure 2-8 illustrates the SysMan Menu.
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Figure 2—-8: The SysMan Menu
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2.4.3 SysMan Applications

SysMan offers the following system administration applications, but the
contents of each folder in SysMan can vary depending on which additional
software subsets you have installed:

= Configuration Checklist

You can use these applications to set up your system for general use
after Tru64 UNIX has been installed. See Section 2.2 for more
information.

= Configuration Applications
Use these applications to configure network and system settings:
— Network configuration (netconfig)
— BIND configuration (bindconfig)
— NFS configuration (nfsconfig)
— Mail configuration (mailconfig)
— Print configuration (printconfig)
— Disk configuration (diskconfig)
— LAT configuration (latsetup)
— NIS configuration (nissetup)
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= Daily Administration Applications

After a system has been configured, use these applications to perform
routine administrative tasks:

— Account Manager (dxaccounts)
— Archiver (dxarchiver)
— File Sharing (dxfileshare)
— Host Manager (dxhosts)
— License Manager (dxlicenses)
— Shutdown Manager (dxshutdown)
— Audit Manager (dxaudit)
— Power Management (dxpower)
— DHCP Configuration (dhcpconf)
— Display Window (dxdw)

< Monitoring and Tuning Applications

While a system is running, use these applications to monitor and tune
its resources:

— Insight Manager Agents (IMXE)
— System Information (dxsysinfo)
— Kernel attributes (dxkerneltuner)
— Monitor and manage processes (dxproctuner)
= Storage Management Applications
Use these applications to configure a running system’s file systems:
— Bootable Tape Creation (btcreate)
— Prestoserve (dxpresto)
— Logical Storage Manager (dx1sm)
= Tools
Use these applications to check the status of the system:
— Network Statistics (netstat)
— Virtual Memory Statistics (vmstat)
— 1/O Statistics (iostat)

— Current users (who)

For more information on the SysMan tools, please click on the Welcome to
SysMan icon in the System_Admin folder.
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2.4.4 The CDE Application Manager

If you are running Tru64 UNIX with the CDE Desktop, you have access to
the CDE Application Manager. The System Admin group on the CDE
Application Manager launches the following SysMan tools:

SysMan Opens the System Setup checklist (which contains
Configuration Quick Setup and Custom Setup) to enable complete
Checklist access to system configuration applications
SysMan Menu Opens the SysMan Menu

SysMan Station Opens the SysMan Station

Welcome to SysMan  Opens the SysMan Overview help volume, which
describes the Tru64 UNIX system management
tools and applications

The System_Admin group also contains the following categories of system
administration groups:

= The Configuration group contains applications for configuring and
setting up a Tru64 UNIX system after it has been installed. Once a
system has been set up, it is unlikely that an administrator would have
to use these applications on a regular basis. From this group you can
launch these applications:

— BIND/DNS
— CDE Setup
— DHCP Server
— Disk Config
— Mail Config
— NFS Config
— NIS Setup
— PPP Config
— Print Config
— SLIP

— latsetup

= The Daily Admin group contains applications that system
administrators use to perform typical administration tasks on a daily
basis. From this group you can launch these applications:
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Account Manager
Archiver

Audit Manager
Display Window
Event Viewer

File Sharing

Host Manager
License Manager
Mail User Administration
Power Management
Shutdown

System Information

= The Monitoring Tuning group offers applications to tune and monitor
the system once it is up and running. From this group you can launch
these applications:

Kernel Tuner
Process Tuner
System Information

Insight Manager Agents

= Software Management contains applications that manage and install
additional software on the system. From this group you can launch
these applications:

Update Installation Cleanup
Update Installation

Install Software

Delete Software

List Software

= Storage Management contains applications that help administrators
manage and monitor file systems. From this group you can launch
these applications:
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— Advanced File System
— Bootable Tape
— Logical Storage Manager

— Prestoserve 1/O Accelerator

2.5 Event Management

The Event Manager (EVM) provides a single point of focus for the multiple
channels through which system components report event and status
information, by combining events from all sources into a single event
stream. The system administrator can either monitor the combined stream
in real time or view historical events retrieved from storage. EVM’s viewing
facilities include a graphical event viewer, which is integrated with the
SysMan application suite, and a full set of command line utilities, which
allow events to be filtered, sorted, and formatted in a variety of ways.

The system administrator can also configure EVM to perform automatic
notification of selected conditions. Rather than replacing the familiar event
channels, such as syslog and binlog, EVM encapsulates them, so these
channels remain in place and continue to handle the same set of events. At
the same time, however, the introduction of EVM makes them much more
accessible.

Key features of EVM are:

= Centralized event information

= Facilities for users and applications to post and monitor events

= Continued support for all existing event channels, including syslog
and the binary error logger

= Support for encapsulation of custom event channels
= Integration with DECevent for translation of binary error log events

= Graphical event viewer, fully integrated with the SysMan application
suite

= Choice of summary-line or detailed view of events, including on-line
explanations

= Full set of command line utilities for posting and handling events from
shell scripts and from the command line

= Configurable event logger allows full control over which events are
logged and optimizes storage space used by identical events

= Configurable event forwarding allows automatic notification of selected
events
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= Automatic logfile management performs daily archiving and purging
tasks

= Supporting application programming interface (API) library
= Configurable authorization for posting or accessing events

For more information on the Event Manager, see System Administration.

2.6 DECevent Translation and Reporting Utility

DECevent is an error log formatting utility for Tru64 UNIX that translates
system event log files into formatted ASCII reports. DECevent supports
both a command-line and a graphical user interface (GUI).

DECevent is able to format newer record types that are unknown to uert.

Event report information can be filtered by event types, date, time, and
event entry numbers. Event report formats can be selected from full
disclosure to very brief information messages. The -1 (include) and the -x
(exclude) options provide a wide range of selection criteria to narrow down
the focus of event searches.

The DECevent utility also offers an interactive command shell interface,
accessible with the -int option, that recognizes the same commands used
at the command line. From the interactive command shell users can
customize, change, or save system settings.

DECevent uses the system event log file /usr/adm/binary.errlog as the
default input file for event reporting.

Tru64 UNIX users need superuser privileges to use DECevent.

For more information on DECevent, see the DECevent Translation and
Reporting Utility manual.

2.7 Dynamically Loadable Subsystems

Tru64 UNIX provides the ability to package, load, and manage kernel
subsystems on Tru64 UNIX systems.

Instructions on how to write and package loadable device drivers so that
they will install and execute on Tru64 UNIX systems are discussed in the
Device Driver documentation. Writing Kernel Modules explains how to
write and package loadable kernel subsystems so that they too will install
and execute on Tru64 UNIX systems. The Programmer’s Guide also
discusses in some detail the framework that supports the dynamic
configuration and tuning of kernel attributes.
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2.8 Dynamic System Configuration

To simplify system tuning, Tru64 UNIX allows you to change certain kernel
attributes without having to edit the the system configuration file or the
file param. ¢, and without having to rebuild and reboot a target kernel for
the changes to take effect. Through the use of attribute tables, each
kernel subsystem — whether a Tru64 UNIX kernel subsystem or one
developed by a third-party vendor — can define kernel attributes that can
be changed at run time by using the /sbin/sysconfig command with the
-r option (if the kernel attribute supports run-time reconfiguration), or at
boot-time by adding or modifying entries in the kernel attribute database,
/etc/sysconfigtab, and rebooting.

For more information, see the System Administration guide; and the
System Configuration and Tuning guide.

Kernel attributes can also be modified with the dxkerneltuner; for
further information, see the dxkerneltuner(8) reference page.

2.9 Dynamic Device Recognition

Dynamic Device Recognition is a framework for describing the operating
parameters and characteristics of SCSI devices to the SCSI CAM 1/0O
subsystem. You can use DDR to include new and changed SCSI devices into
your environment without having to reboot the operating system.

DDR is preferred over the static methods for recognizing SCSI devices,
because DDR will not disrupt user services and processes as happens with
static methods of device recognition.

2.10 Dataless Management Services

Tru64 UNIX supports dataless management services (DMS), which allows
the / (root), /usr, and /var partitions of a system to live on a DMS server
and be NFS mounted over the network by a DMS client. The / and /var
partitions are unique to each DMS client, while /usr is shared. The DMS
client swaps and dumps locally. Additional file systems can be mounted
using NFS.

DMS reduces disk needs and simplifies system administration, because

administrators can administer and backup their DMS clients on the DMS
server.
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2.11 Monitoring Performance History

The Monitoring Performance History (MPH) utility gathers timely and
accurate information on the reliability and availability of the Tru64 UNIX
operating system and associated platforms. For more information, see the
Installation Guide.

2.12 Insight Manager

This release provides Web Based Enterprise Management (WBEM)
capabilities by integrating the Compaq Insight Manager Agents into Tru64
UNIX. Insight Manager enables Web-based browsing and monitoring of
local and remote system hardware and software resources. You can activate
these Web browsing features from a dedicated HTTP port, or from the
Compaq Insight Manager CIM32 or CIMXE Management Consoles running
on Compaq NT servers. Insight Manager Agents for Tru64 UNIX includes
SNMP based subagents and WBEM capabilities to present SNMP data in a
format viewable by a Web browser. It provides a rich view of the data using
HTML 2.0 and JavaScript in the form of Web pages.

The Insight Manager Device home page provides three service icons called
“Compaq Insight Management Agents”, “Compaq Tru64 UNIX
Configuration Report”, and “Compaq Tru64 UNIX SysMan”. Selecting the
Compaq Insight Management Agents icon displays the device pages of the
target system.

The home page also presents three hyperlinks: 1) Refresh, 2) Options, and
3) Devices. The Options link provides various Agent configuration options.
The Devices link provides auto-discovery of other Insight Manager Agents
and Insight manager XE Servers running on the local network, allowing
direct access to their 2301 ports.

The Compaqg Insight Management Agents page consists of three frames.
The upper left frame displays a conditions legend and the following links:

= Agent Help (Use this link for online help)
= Summary (Use this link to navigate back to the Summary Page)
= Device Home (Use this link to return to the Device home page)

= Options (Use this link to navigate to the Options Page and set options
for Display Mode, Help Icons, and AutoRefresh intervals)

The lower left frame is a navigational frame that provides links to various
system components grouped under Configuration, Mass Storage, NIC
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(Networking), Utilization, and Recovery. Clicking on the system component
links displays component specific data in the main pane window.

2.13 Hardware Management

This release introduces the hwmgr utility for hardware management. This
utility lets you manage hardware components including disk and tape
drives, processors, and buses.

The hwmgr utility offers a wide variety of options, including the following:

-view

-flash

-show component

Displays information. The variations on this option
include -view devices, which provides the
hardware identifier, device special file name, model,
and location of all the devices on the system.
Another variation, the -view hierarchy option,
displays the current hardware component hierarchy.

Identifies a disk by flashing its LED. The disk can
be identified by its SCSI bus humber, SCSI target
number, logical unit number, or its device special
file name.

Displays hardware components, including those
that were previously unregistered but may not be
currently registered with hardware management.
This command returns a series of one-character
flags indicating the component is currently
registered, has device nodes associated with it, has
a cluster wide unique name, has saved attributes
associated with it, is inconsistent with the
hardware component database.

For a full description of this utility, see the hwmgr(8) reference page.

2.14 Bootable Tape

Tru64 UNIX introduces the ability to create a standalone bootable tape of
the operating system using a graphical user interface or command line

options.

You can boot from the bootable tape as easily as you can boot from a
CD-ROM or a RIS area, but without the overhead of selecting or installing

subsets.
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When you restore your system from the bootable tape, you must
reconfigure your system using the System Management applications.

See the bttape(8), btcreate(8), and btextract(8) reference pages for
more information.

2-26 System Management



3

Networking

This chapter describes the components of the operating system that enable
a wide variety of networking capabilities.

3.1 Overview

The networking components of Tru64 UNIX come primarily from OSF/1
Version 1.0, although certain modules, like System V Release 4.0
STREAMS, which was unavailable in OSF/1 Version 1.0, were taken from
the OSF/1 Version 1.2 code base. Some functions, like IP Multicasting and
the packet filter applications, were taken from the public domain, enhanced,
and integrated into the operating system as a service to our customers.

The Network File System (NFS) code, as well as the Remote Procedure
Calling (RPC) code, Network Information Service (NIS), and remote
daemons and their corresponding commands came from Sun Microsystem'’s
Open Network Computing (ONC) Version 4.2.

Functions that Compaq has licensed and enhanced, such as Yellow Pages
and the Network Information Service, which was licensed from Sun
Microsystems, were ported to Tru64 UNIX from ULTRIX, Compagq’s earlier
version of the UNIX operating system. Although conforming to the OSF/1
Version 1.2 standards, these components were determined to be more
robust than those in the corresponding code from the OSF.

Like all subsystems in the operating system, the networking subsystem is
designed to provide a standardized programming interface to enable
third-party vendors to develop and port their networking applications with
a minimum of difficulty. To this end, this version of the operating system
supports the following:

= Internet Protocol Suite
— Application Protocols
[0 Domain Name Service (DNS)
0 Routing protocols (RIP, OSPF, EGP, BGP, and DVMRP)
OO0 File Transfer Protocol (FTP)
0 Network File System protocol (NFS)

Networking 3-1



Telnet protocol (TELNET)

Trivial File Transfer Protocol (TFTP)
Finger protocol (FINGER)

Simple Mail Transfer Protocol (SMTP)
Simple Network Manager Protocol (SNMP)
Post Office Protocol (POP3)

Internet Message Access Protocol (IMAP4)

OoO0oooaoao

— Transport protocols

0 User Datagram Protocol (UDP)

0 Transmission Control Protocol (TCP)
— Network level protocols
Internet Protocol (IP)
Address Resolution Protocol (ARP)
Internet Control Message Protocol (ICMP)
Internet Group Management Protocol (IGMP)
Point-to-Point Protocol (PPP)
Serial Line IP (SLIP) and Compressed Serial Line IP (CSLIP)
[0 Resource Reservation Protocol (RSVP) RFC 2205

= Supported transports

Oo0Oo0oo0oaood

— Asynchronous Transport Mode (ATM)
— Ethernet
— Fast Ethernet
— Gigabit Ethernet
— Fiber Distributed Data Interface (FDDI)
— Token Ring
— Multiple Adapter Support
= Application programming interfaces
— X/Open Transport Interface (XTI/TLI)
— BSD 4.3 Sockets, BSD 4.4 Sockets, XNS 4.0 and XNS 5.0 Sockets
— System V Release 4.0 STREAMS
— Data Link Interface (DLI)
— Data Link Provider Interface (DLPI)
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— Extensible SNMP (eSNMP)
— UNIX 98Sockets
— IPv6 Basic API (RFC 2553)
— RSVP API (RAPI)
< Network administration software

— The entire suite of network commands and utilities from OSF/1
Version 1.2

— Ethernet, FDDI and loopback, packet filtering

— Several popular packet filter applications from the public domain
(rarpd, tcpdump, tcpslice, nfswatch, nfslogsum)

— The screend security policy daemon

— UUCP from HoneyDanBer

— Local Area Transport (LAT)

— Dynamic Host Configuration Protocol (DHCP)

— NetRAIN

— Network Interface Failure Finder facility
= Naming services

— Berkeley Internet Name Domain (BIND)

— Yellow Pages/Network Information Services (YP/NIS)
= Time services

— Network Time Protocol (NTP)

— Time Synchronization Protocol (TSP)

The following sections briefly discuss the networking functionality in this
release of the operating system.

3.2 The Internet Protocol Suite

TCP/IP supports a suite of protocols, each of which provides a different
service. These protocols allow networking communications to be
independent of network hardware. The TCP/IP protocol suite is organized
into the following groups:

= Application-level protocols, such as DNS, routing protocols (DVMRP,
EGP, BGP, RIP, and OSPF), File Transfer Protocol (FTP), FINGER,
TELNET, Trivial File Transfer Protocol (TFTP), Simple Mail Transfer
Protocol (SMTP), and Simple Network Management Protocol (SNMP)
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= Transport-level protocols, such as User Datagram Protocol (UDP) and
Transmission Control Protocol (TCP)

= Network-level protocols, such as Address Resolution Protocol (ARP),
Internet Control Message Protocol (ICMP), and Internet Protocol (IP)

Figure 3-1 illustrates the relationship of the major protocols in the TCP/IP
suite.

Figure 3-1: TCP/IP Protocols
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Applications programs send messages (streams or blocks of data) to the
internet transport-level protocols, which are the UDP and the TCP. These
protocols receive the data from the application, divide it into packets, add a

transport header, and then pass the packets along to the next protocol
layer, the Internet layer.
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The Internet layer encloses the packet in an IP datagram, adds the
datagram header, decides where to send the datagram (either directly to a
destination or else to a gateway), and passes the datagram on to the
network interface layer. The network interface layer accepts IP datagrams
and transmits them as frames over a specific network hardware.

Frames received by a network go through the protocol layers in reverse.
Each layer strips off the corresponding header information until the data is
back at the application level. Frames are received by the network interface
layer (for example, an Ethernet adapter), which strips off the physical layer
header and sends the datagram to the internet layer. In the internet layer,
the internet protocol strips off the IP header and sends the packet to the
transport layer. The transport layer strips off the TCP or UDP header and
sends the data up to the application layer.

3.2.1 Application-Level Protocols

When an application needs to send data to an application on another host,
the application sends the information through transport level protocols to
prepare the information for transmission. These protocols include DNS,
EGP, BGP RIP, OSPF, FTP, NFS, TELNET, TFTP, FINGER, SMTP, and
SNMP.

3.2.1.1 Domain Name Service Protocol

The Domain Name Service (DNS) allows one or more hosts in a domain to
act as a name server for other hosts within the domain. DNS uses UDP or
TCP as its underlying protocol and allows a local network to assign host
names within its domain independently from other domains. UDP is the
preferred protocol for use with DNS; however, if the UDP response is
truncated, TCP can be used.

In the Tru64 UNIX environment, the Berkeley Internet Name Domain
(BIND) naming service uses the Domain Name Service protocol. In this
hierarchical naming system, local resolver routines may resolve Internet
names and addresses using a local name resolution database maintained
by the named daemon. If the name requested by the host is not in the local
database, the resolver routine or the local named daemon queries the
remote DNS name server.

3.2.1.2 Routing Protocols

Routing Protocols allow systems on either internal or external LANSs to
share routing information. In addition to the External Gateway Protocol
(EGP), this version of the operating system supports the Border Gateway
Protocol (BGP) and both the Routing Information Protocol (RIP) and Open
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Shortest Path First Protocol (OSPF) as part of the gated v3.5A11 routing
daemon from the Merit GateD Consortium (for more information on the
gated, see Section 3.5.6). Refer to the Tru64 UNIX Software Product
Description for a list of officially supported routing protocols.

Exterior Gateway Protocol (EGP)

The Exterior Gateway Protocol (EGP) allows the exterior gateway of an
autonomous system to share routing information with exterior gateways on
other autonomous systems.

An autonomous system is a group of networks and gateways for which one
administrative authority has responsibility. Gateways are interior
neighbors if they reside on the same autonomous system and exterior
neighbors if they reside on different autonomous systems. Gateways that
exchange routing information using EGP are said to be EGP peers
(neighbors). Autonomous system gateways use EGP to provide reachability
information to their EGP neighbors.

EGP allows an exterior gateway to provide remote communications among
systems as follows:

= Ask another exterior gateway to agree to exchange reachability
information

= Continually check to ensure that its EGP neighbors are responding

= Allow EGP neighbors to exchange reachability information by passing
routing update messages

EGP restricts exterior gateways by allowing them to advertise only those
destination networks reachable entirely within that gateway’s autonomous
system. Thus, an exterior gateway using EGP passes on information to its
EGP neighbors, but does not advertise reachability information about its
EGP neighbors.

EGP does not interpret the distance metrics that appear in routing update
messages from other protocols. EGP uses the distance field to specify
whether a path exists (a value of 255 means that the network is
unreachable). The value cannot be used to compute the shorter of two
routes, unless those routes are both contained within a single autonomous
system. For this reason, EGP cannot be used as a routing algorithm. As a
result, there is only one path from an exterior gateway to any network.

EGP routes are predetermined in the /etc/gated. conf file. This
contrasts with the Routing Information Protocol (RIP), which can be used
within (that is, interior to) an autonomous system of Internet networks that
dynamically reconfigure routes. EGP assumes that IP is the underlying
protocol. See the gated(8) reference page for further information.
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Border Gateway Protocol

The Border Gateway Protocol (BGP) is an exterior routing protocol used for
exchanging routing information between autonomous systems that are
either multiple transit autonomous systems or transit and stub autonomous
systems. BGP is related to EGP but operates with more capability, greater
flexibility, and less required bandwidth. For example, BGP uses path
attributes to provide more information about each route and, unlike EGP,
maintains an Autonomous System (AS) path, which provides enough
information (such as the AS number of each autonomous system the route
has traversed) to prevent routing loops in an arbitrary topology.

Like EGP, BGP supports both internal and external sessions. When
sending routes to an external peer, BGP prepends the local AS number to
the AS path so that routes received from an external peer are guaranteed
to have the AS number of that peer at the start of the path.

Routes received from an internal neighbor will not in general have the local
AS number prepended to the AS path, and in general have the same AS
path that the route had when the originating internal neighbor received
the route from an external peer. Routes with no AS numbers in the path
may be legitimately received from internal neighbors; these indicate that
the received route should be considered internal to your own AS.

The implementation of BGP in this release of the operating system
supports three versions of the BGP protocol (versions 2, 3, and 4). BGP
versions 2 and 3 are quite similar in capability and function. They will only
propagate classed network routes, and the AS path is a simple array of AS
numbers. BGP 4 will propagate fully general address-and-mask routes, and
the AS path has some structure to represent the results of aggregating
dissimilar routes.

Routing Information Protocol (RIP)

The Routing Information Protocol (RIP) is an implementation of a
distance-vector, or Bellman-Ford routing protocol for local networks and in
Tru64 UNIX is contained in the gated daemon from the Merit GateD
Consortium. RIP classifies routers as active and passive: active routers
advertise their routes to other routers; passive routers listen and update
their routes based on the advertisements they receive, but do not advertise
themselves. Typically, routers run RIP in active mode, while hosts use
passive mode.

A router running RIP in active mode broadcasts updates at set intervals.
Each update contains paired values, where each pair consists of an IP
network address and an integer distance to that network. RIP uses a hop
count metric to measure the distance to a destination. The number of hops
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along a path from a given source to a given destination refers to the
number of gateways that a datagram would encounter along that path.

For example, a router advertises directly connected networks as having a
hop count of one. Networks that are reachable through another gateway
are two hops away, networks that are reachable through two gateways are
three hops away, and so forth. Then RIP chooses the path with the shortest
hop count.

Of course, using hop counts to calculate shortest paths between networks
may not always produce optimal results. For example, a path with a hop
count of three that crosses three Ethernet connections may be substantially
faster than a path with a hop count of 2 that crosses two slow-speed serial
lines. To compensate for differences in network and serial line rates of
transfer, administrators can configure RIP routers to advertise artificially
high hop counts for slow links.

Open Shortest Path First

Open Shortest Path Routing (OSPF) is a shortest path first (SPF) or
link-state interior gateway protocol that distributes routing information
between routers in a single autonomous system. Suitable for complex
networks with a large number of routers, OSPF provides equal cost
multipath routing whereby packets to a single destination can be sent by
more than one network interface simultaneously.

A link-state protocol dictates that each router maintains a database
describing the entire AS topology, which it builds out of the collected link
state advertisements of all routers. Each participating router distributes its
local state (that is the router’s usable interfaces and reachable neighbors)
throughout the AS by flooding. Each multiaccess network that has at least
two attached routers has a designated router and a backup designated
router. The designated router floods a link state advertisement for the
multiaccess network and has other special responsibilities. The designated
router concept reduces the number of adjacencies required on a multiaccess
network.

OSPF allows networks to be grouped into areas. Routing information
passed between areas is abstracted, potentially allowing a significant
reduction in routing traffic. OSPF uses four different types of routes, listed
in order of preference:

e ntra-area
e inter-area
= type 1 external

= type 2 external.
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Intra-area paths have destinations within the same area.

Inter-area paths have destinations in other OSPF areas and Autonomous
System External (ASE) routes are routes to destinations external to the AS.

Routes imported into OSPF as type 1 routes are supposed to be from EGPs
whose external metrics are directly comparable to OSPF metrics. When a
routing decision is being made, OSPF will add the internal cost to the AS
Border router to the external metric.

Type 2 ASEs are used for EGPs whose metrics are not comparable to OSPF
metrics. In this case, only the internal OSPF cost to the AS Border router
is used in the routing decision.

From the topology database, each router constructs a tree of the shortest
paths with itself as the root. This shortest-path tree gives the route to each
destination in the AS. Externally derived routing information appears on
the tree as leaves. The link-state advertisement format distinguishes
between information acquired from external sources and information
acquired from internal routers, so there is no ambiguity about the source or
reliability of routes. Externally derived routing information (for example,
routes learned from EGP or BGP) is passed transparently through the
autonomous system and is kept separate from OSPF's internally derived
data. Each external route can also be tagged by the advertising router,
enabling a passing of additional information between routers on the
borders of the autonomous system.

3.2.1.3 File Transfer Protocol

File Transfer Protocol (FTP) allows hosts to transfer files. FTP provides for
such tasks as listing remote directories, changing the current remote
directory, creating and removing remote directories, and transferring
multiple files in a single request. FTP maintains a secure transport by
passing user and account passwords to the foreign host. FTP allows
interactive user-oriented sessions.

FTP uses reliable stream transport (TCP/IP) to send the files and uses a
TELNET-like connection to transfer commands and replies. FTP also
understands several basic file formats, including ASCII, IMAGE, and Local
8. TCP/IP implements FTP in the ftp user command and the £tpd daemon.

3.2.1.4 Network File System Protocol over UDP transport
The Network File System (NFS) provides access to files via standard UNIX

system calls. This allows any program to access files across the network.
NFS uses the UDP transport layer; therefore, it has to deal with lost
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datagrams. NFS does this by retransmitting requests if a reply has not
been received within a reasonable amount of time.

Some requests can be reexecuted on the server without problems, but
others (such as file deletion) cause an error if the first request reaches the
server but the reply is lost. If the second request is executed, the server
finds that the file does not exist and returns an error. NFS servers hold on
to such replies and retransmit them if they see a duplicate request.

On the other hand, the protocol is designed so that the servers need no
other state information. This allows server performance to be improved by
running multiple copies of the server daemon, and also means that server
crashes are tolerated with no special code on either client or server.

For more information on NFS, see Chapter 4.

3.2.1.5 Network File System Protocol over TCP transport

Tru64 UNIX contains NFS support over the TCP transport. UDP may still
be the preferred transport in local area networks, but for NFS access over
wide area, congested, or lossy networks, TCP may offer better performance.

Separate threads are used to maintain some of the performance
optimizations made to the UDP code paths. The nfsiod daemon spawns
kernel threads, instead of forking multiple processes. Each nfsiod thread
can handle UDP or TCP mounts, so the nfsiod command accepts one
argument.

For more information on NFS, see Chapter 4.

3.2.1.6 Telnet Protocol

The Telnet Protocol (TELNET) provides a standard method for terminal
devices and terminal-oriented processes to interface. TELNET is commonly
used by terminal emulation programs that allow you to log in to a remote
host. However, TELNET can also be used for terminal-to-terminal
communications and interprocess communications.

TCP/IP implements TELNET in the telnet user command and the
telnetd daemon.

3.2.1.7 Trivial File Transfer Protocol

The Trivial File Transfer Protocol (TFTP) can read and write files to and
from a foreign host. Like FTP, TFTP can transfer files as either 8-bit
NETASCII characters or as 8-bit binary data. Unlike FTP, TFTP cannot be
used to list or change directories at a foreign host and it has no provisions
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for security, such as password protection. Data usually can be written or
retrieved only in public directories.

TCP/IP implements TFTP in the tftp user command and in the tftpd
daemon.

3.2.1.8 Finger Protocol

The Finger Protocol (FINGER) is an application-level Internet protocol that
provides an interface between the finger command and the fingerd
daemon. The fingerd daemon returns information about the users
currently logged into a specified remote host. If you execute the finger
command specifying a user at a particular host, you obtain specific
information about that user. The Finger Protocol must be present at the
remote host and at the requesting host. FINGER uses TCP as its
underlying protocol.

3.2.1.9 Simple Mail Transfer Protocol

3.2.1.10

The Simple Mail Transfer Protocol (SMTP) is the standard for mail
exchange between machines attached to the Internet. It specifies the format
of control messages sent between two machines to exchange electronic mail.

As its name implies, SMTP is simple in design and purpose. Its objective is
to provide a re